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By 2010, 20 homes will generate more
traffic than the entire Internet did
in 1995, according to the Internet
Innovation Alliance. As that suggests,
today’s networking discussion is no
longer about mere connectivity. Rather,
in this age of YouTube, streaming radio,
peer-to-peer (P2P) applications and
otherheavyconsumersofbandwidth,it’s
about policy. Namely, what constitutes
fair use of network resources and who
sets those policies?

It's a pressing question for service
high-
bandwidth traffic on their networks
surges and shows no signs of abating.
To cope, they've been employing a
number of strategies. Comcast, for
example, has admitted to slowing
bandwidth-heavy applications

providers and carriers as

such
as P2P, which by various estimates
accounts for anywhere between 20 and
90 percent of all Internet traffic. Other
providers restrict bandwidth on a per-
user basis. The rationale is easy to see:
Time Warner Cable says that more than
50 percent of the bandwidth consumed
by its subscribers can be traced to just 5
percent of its users. Blocking bandwidth
hogs seems like a quick fix.

However, proponents of so-called Net
Neutrality argue that once you pay
for the service, you should be free to
use it any way you wish. They also
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say providers shouldnt be allowed
to discriminate between  which
applications or types of data they
allow, block or slow. On a similar note,
both Congress and the Federal Trade
Commission are investigating carriers’
network management practices. Yet
with file-sharing and use of rich media
applications on the increase, carriers
must do something.

How to manage Internet traffic on
networks remains a politically charged
issue for which there is no clear-cut

as what they contain and who is behind
them. The underlying technology
making this happen is deep-packet
inspection (DPI). Simply put, DPI
products allow service providers to
monitor and control traffic at all layers
of the protocol stack — including
the application layer — based on set
policies. This also helps ensure existing
network infrastructure does not itself
become a bottleneck as the speed of
network operations increases.

Unsurprisingly, the need to better

Make no mistake: the network is in a

state of transition.

solution. It also poses fundamental
questions: Whatis thenetwork,and what
should it be? Most of all, how should
this new generation of networking be
managed?

The Network is Evolving

Make no mistake: the network is in
a state of transition. As bandwidth
consumption surges,
depth, nuanced approach to network

a more in-

management has been emerging which
not only move packets from point A to
B, but which also analyzes factors such

understand the who/what/where of
network traffic is not limited to the
service provider and carrier realm.
Businesses and government agencies
have also begun adopting DPI to better
monitor, secure and filter their network.
For all, network bandwidth is a scarce
commodity.
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Solving Service Providers’ Business
Challenges

While software-based DPI first found
adoption with carriers and service
providers, which relied on it to shape
network traffic and ensure quality-of-
service levels, providers have largely
moved beyond using DPI for just
traffic management purposes. True,
going forward, some degree of traffic
management will always be required
to balance available bandwidth in
equitable ways. But increasingly,
service providers are viewing DPI, now
procured in appliance form, as a critical
tool for addressing their three main
business priorities: to reduce capital
expenses, reduce operating expenses
and increase their revenue, which
includes increasing revenue per user
and decreasing customer churn.
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DPI helps accomplish these goals
in multiple Perhaps
importantly, it allows providers to keep
their complex networks secure. By using
DPI to look more deeply into packets,

ways. most

providers can automatically detect and
prevent attacks — such as devastating
distributed denial-of-service assaults —
as well as eliminate spam and malicious
trafficc. Maintaining “clean pipes”
translates into network reliability and
uptime, which is crucial for ensuring
a satisfactory user experience and thus
retaining customers.

The ability to secure the network and
manage traffic more effectively also
helps service providers make better use
of existinginfrastructure, whichreduces
their capital and operating expenses.
More efficient network management
practices likewise reduce operating
expenses and decrease customer churn,
increasing revenue. Finally, DPI helps

providers discover innovative new
ways to monetize their networks and
increase revenue and per-user revenue,
for example via usage-based billing or
by analyzing user behavior via data
mining and delivering targeted content

and advertising accordingly.

For example, six cable companies
(Brighthouse ~Networks,
Systems, Charter
Comcast, Cox Communications and
Time Warner Cable) have recently
launched a national platform for
targeted television advertising dubbed
Project Canoe. Experts predict it will not

Cablevison
Communications,

only track subscribers’ cable-viewing
but also — thanks to DPI technology
— their Web-browsing habits, to create
a better understanding of which content
and advertising is of interest and most
relevant to any given user.

Managing the Network of the Future
Exactly what the network of the future
will look like likely depends most on
how the Net Neutrality debate and
similar policy decisions proceed. One
thing, though, is clear: The days of “all
you can eat” bandwidth allotments
are over. Recently, both Comcast and
Time Warner Cable began testing new
approaches to managing Web traffic on
their networks in a few target markets.
For example, Comcast will
limiting bandwidth on a per-user basis
during peek traffic periods. Meanwhile,
Time Warner Cable has been testing
a “metering” plan whereby it would
charge new subscribers $1.00 for every
gigabyte they downloaded beyond their
monthly allotment.

begin

Can service providers shape traffic and
bill by the gigabyte? Despite moves on
this front, some legislators, regulators,

businesses and Net Neutrality

proponents have raised objections,
especially in the United States. The
debate revolves around this issue: Is the
network an end-to-end medium, or is it
one where the owners of the networks

can impose tariffs however they see fit?

Not surprisingly, companies like
Google and eBay argue that networks
should remain free of any tolls, while
many service providers would prefer to
disaggregatenetworks. Meaninginstead
of a single information expressway,
they’d also offer less expensive byways
with correspondingly lower tolls and
perhaps their own advertising.

Meanwhile, hard-line Net Neutrality
proponents argue that
should be able to do whatever they
like, whenever they like. But really, few
people would probably prefer such a

subscribers

vision take effect, given the potential
for ongoing network degradation, and
it’s doubtful it ever would.

Capacity v. Usage v. Pricing

In an ideal world, subscribers would
have unlimited capacity (bandwidth),
usage  (all-you-can-eat
downloading and uploading), and all
for a fixed price. Business realities,
however, dictate that you only have a
choice of two. The third is a tradeoff. For
example, say a service provider offers a
fixed-price plan. Unless the provider
can shape traffic, then it is on the hook
for an unlimited investment in capacity,
without any increase in revenues to pay

unlimited

for it. From a business standpoint, this
is untenable.

One response is to restrict capacity on
a per-user basis during peek periods.
Another option is to eliminate fixed
pricing: pay more to download more.
Another is to eliminate unlimited usage
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and give users a monthly download cap,
and then charge for every additional
gigabyte they download. No approach
is necessarily better than another, and
service providers seem to be trying
them all. What is common to them all,
though, is that theyre enabled by DPI.

Enterprises and Government Agencies
Tap DPI

While service providers areamong DPI’s
most ardent adopters, businesses and
government agencies have also begun
utilizing DPI to better monitor, secure
and filter their network. Uses include
guarding against data leakage and
insiderattacks, detectingand preventing
intrusions, network-side
security, implementing
access controls and application-level
firewalls, and filtering out dangerous or
inappropriate sites and spam.

database
network

In the government sector, the rationale
for more widespread DPI adoption is for
information assurance purposes. This
weighty sounding concept essentially
means the practice of network security
and monitoring. For example, the U.S.
Department of Defense as well as the
Defense Information Systems Agency
(DISA) are using Bivio equipment as
partof their next-generation networking
platform. Their goal is to know who's
on their network, what they’re doing
and where theyre going, and to restrict
access to information based on data
classification and wusers’ clearance
levels.

Using DPI While Maintaining Privacy
These are quite appropriate uses of
DPI. Of course, context is everything.
If service providers started monitoring
subscribers too closely, they might
run afoul of privacy regulations in the
United States, Europe and other regions
— even though DPI can be used to

monitor traffic while maintaining an
acceptable degree of privacy.

As that implies, a balance is required.
As an example, take Google, a company
that is an expert in monetizing its
network despite potential privacy

These lessons are still being learned,
debated and discussed. Called before
the Senate Judiciary committee’s human
rights subcommittee to answer charges
that Cisco was helping build the Great
of China, the company’s
Mark Chandler,

Firewall

counsel, countered

Service providers view DPI...as a critical tool
for addressing their main business priorities:
reduc[ing] capital expenses, reduc[ing]
operating expenses and increase[ing] revenue.

concerns. In exchange for personalized
advertising — and no doubt because
of the lightning-fast search responses
— users typically surrender a little
privacy in return for personalization, as
well as a guarantee that their personal
details won't be divulged. So people
have learned to live with a balance of
slightly less privacy for something in
return.

It’s All About How You Use It

As DPI evolves from being an issue
just about connectivity into one with
a strong policy component, it’s useful
to remember that the technology can
be used for good, such as maintaining
network integrity while blocking spam,
attackers and child pornography,
plus improving search results. But it
can also be used for bad — tracking
and monitoring citizens, stifling free
expression. Like so much technology,
however, DPI itself is not inherently
good or bad. And in instances where
it is used inappropriately, this doesn’t
mean you should throw out the baby
with the bathwater.

that it was doing no such thing. “The
tools built into our products that enable
site filtering are the same the world
over, whether sold to governments,
companies or network operators,” he
said. In other words, it’s not about the
technology, it’s about how you use it.

Should regulations specify how DPImay
be used? Chandler suggested in not so
many words that if legislators wanted
to craft such policies, Cisco would be
happy to discuss them. Reassuringly,
Senator Dick Durbin (D-Illinois) also
noted, “This is not a black and white
issue.” In other words, what’s needed
first isn't new legislation or regulations,
but rather discussion.

Shaping the Architecture of Next-
Generation Networks

This would be fruitful, since as with
so many disruptive new technologies,
DPI's capabilities have leaped ahead
of widespread understanding of the
technology and left scant time to agree
on acceptable use. Furthermore, the
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importance and power of DPI only
continues to increase. In fact, DPI is
nothingless thanthe dominant technical
trend that’s shaping the architecture of
next-generation networks. That’s notjust
for carriers, but also in the enterprise,
in data centers and for government
agencies.

As networks grow and bandwidth
consumption increases, DPI in one
form or another will be instrumental
in ensuring networks run well and
can be monetized to their utmost
while also guaranteeing users’ privacy
and improving overall network
security,
and connectivity. And while these
particular applications may not always
be labeled as DP], if you look under the
hood, you'll find it.

monitoring  capabilities
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